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REVISED Draft Technical Specifications for 

Communication in the LRIT System

1 General Provisions

1 Scope and Background

1 Scope

1 The intent of this document is to outline the technical specifications for communication within the international Long-Range Identification and Tracking (LRIT) system as stated in the terms of reference of resolution MSC.211(81).

1 This document has been prepared by the Ad Hoc Working Group on Engineering Aspects of Long-Range Identification and Tracking of Ships.

1 In preparing the document, the Ad Hoc Working Group has taken into account the provisions of SOLAS regulation V/19-1 and resolution MSC.210(81), “Performance Standards and Functional Requirements for the Long Range Identification and Tracking of Ships.”

1 Background 

1 The Maritime Safety Committee, at its eighty-first session in May 2006, adopted amendments to chapter V of the SOLAS convention in relation of LRIT.  These amendments will come into force on 1 January 2008 provided that acceptance criteria have been fulfilled by 1 July 2007. 

1 The LRIT system provides for the global identification and tracking of ships.

1 In operating the LRIT system, recognition shall be given to international conventions, agreements, rules or standards that provide for the protection of navigational information.

1 Communication specifications within the international LRIT system will detail the messaging format between LRIT components, data security throughout the network, and the protocols required for transporting data from one network point to another.

1 The draft specifications for Communications for the International LRIT system as outlined in this document will be established and recognized by the Committee.

1 General Description of the System and Definitions

1 LRIT System Description

1 As described in resolution MSC.210(81), sub-section 1.2, the LRIT system consists of the following components: 

1 the shipborne LRIT information transmitting equipment;

1 the Communication Service Provider(s); 

1 the Application Service Provider(s); 

1 the LRIT Data Centre(s), including any related Vessel Monitoring System(s); 

1 the LRIT Data Distribution Plan; 

1 the International LRIT Data Exchange; and

1 LRIT Data Users

1 As described in resolution MSC.210(81), sub-section 1.2, certain aspects of the performance of the LRIT system are reviewed or audited by an LRIT Co-ordinator acting on behalf of all Contracting Governments. 

1 LRIT System Operation

1 Subsections 1.2.2.1 to 1.2.2.10 provide a high-level overview of the LRIT system architecture.  The LRIT system performance standards, resolution MSC.210(81), provide further details on the functions associated with each component of the system.

1 Tracking of any applicable ship begins with LRIT positional data being transmitted from the shipborne equipment. The LRIT information transmitted includes the ship’s GNSS position (based on the WGS 84 datum), time and identification, as described in resolution MSC.210(81), Table 1.

1 The Communication Service Provider (CSP) provides the communication infrastructure and services that are necessary for establishing a communication path between the ship and the Application Service Provider (ASP). The LRIT information transmitted from the ship will travel across the communication path set up by the CSP to the ASP.

1 The ASP, after receiving the LRIT information from the ship, will add additional information to the LRIT message and pass the expanded message to its associated LRIT Data Centre. Functionality required for the programming and communicating of commands to the shipborne equipment is provided by the ASP.

1 The LRIT data, along with all the parameters added by the various LRIT components, is described in the messaging section of this document .

1 LRIT Data Centres will store all incoming LRIT information from ships instructed by their Administrations to transmit LRIT information to that Data Centre. LRIT Data Centres will disseminate LRIT information to LRIT Data Users according to the Data Distribution Plan (DDP). 

1 The LRIT DDP will contain the information required by the Data Centres for determining how LRIT information will be distributed to the various Contracting Governments. The DDP will contain information such as standing orders from Contracting Governments and geographical polygons relating to Contracting Governments’ coastal waters and ports and port facilities. 

1 The Data Centres will process all LRIT messages to and from the International LRIT Data Exchange (IDE). The IDE will process all LRIT messages between LRIT Data Centres. The IDE will route the message to the appropriate Data Centre based upon the information contained within the DDP.  The IDE will neither process nor store the positional data contained within LRIT messages.

1 LRIT Data Users may be entitled to receive or request LRIT information in their capacity as a flag State, port State, coastal State or Search and Rescue (SAR) services. 

1 The LRIT Co-ordinator assists in the establishment of the international components of the LRIT system, performs administrative functions, and reviews and audits certain components of the LRIT system. 

1 Figure 1 provides a high-level illustration of the basic LRIT system architecture.

Figure 1

Typical LRIT System Architecture
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1 Definitions

1 Unless expressly provided otherwise:

1 Convention means the International Convention for the Safety of Life at Sea, 1974, as amended.

1 Regulation means a regulation of the Convention.

1 Chapter means a chapter of the Convention.

1 LRIT Data User means a Contracting Government or a Search and rescue service that opts to receive the LRIT information it is entitled to.  

1 Committee means the Maritime Safety Committee.

1 High-speed craft means a craft as defined in regulation X/1.3.

1 Mobile offshore drilling unit means a mobile offshore drilling unit as defined in regulation XI-2/1.1.5.

1 Organization means the International Maritime Organization.

1 Vessel Monitoring System means a system established by a Contracting Government or a group of Contracting Governments to monitor the movements of the ships entitled to fly its or their flag. A Vessel Monitoring System may also collect from the ships information specified by the Contracting Government(s) that has established it.

1 LRIT information means the information specified in SOLAS regulation V/19‑1.5.

1  IDC operator means the individual responsible for the daily operation and maintenance of the International LRIT Data Centre.

1 The term “ship,” when used in the present Performance standards and functional requirements for long-range identification and tracking of ships, includes mobile offshore drilling units and high-speed craft as specified in SOLAS regulation V/19‑1.4.1 and means a ship that is required to transmit LRIT information.

1 Terms not otherwise defined should have the same meaning as the meaning attributed to them in the Convention.  

1 Acronyms

1 The acronyms that appear within this document shall have the meanings assigned to them in this Article:

1 ASP 
Application Service Provider


1 CSP 
Communication Service Provider

1 DC
LRIT Data Centre

1 DDP 
LRIT Data Distribution Plan

1 IDC 
International LRIT Data Centre


1 IDE 
International LRIT Data Exchange


1 LES 
Land Earth Station

1 MMSI
Maritime Mobile Service Identity

1 RFP 
Request for Proposal


1 SAR 
Search and Rescue

1 SAR SURPIC 
Search and Rescue Surface Picture

1 SOLAS 
International Convention for the Safety of Life at Sea

1 SSL 
Secure Sockets Layer


1 VPN 
Virtual Private Network 


2 Vessel Monitoring System (VMS) Communication within the LRIT System

2 Overview and Message Types

2 Overview

2 Communication within the LRIT system is described in Parts 2 to 5 of this document.

2 Message Types

2 Communication within the LRIT system is based upon three types of messages passing between the various LRIT system components: LRIT request messages; LRIT positional data messages; and other ancillary, system messages.  

2 Request messages are those requesting specific LRIT information.

2 Positional data messages are those containing LRIT ship positional data.

2 Other messages managed by the system include: error messages; receipt messages; DDP update messages; DDP request messages; and System Status messages. 

2 Parts 2 to 5 of this document outline the parameters associated with each message, as well as the functional operational flow of the messages within the LRIT system.

2 Each LRIT system component referenced in 1.2.1.1 will have its own unique identifier that will enable other components within the LRIT network to identify that particular component.

2 Figure 2 illustrates the LRIT system components as well as the various communications segments (A to E) in the LRIT network.  

Figure 2

LRIT Communications segments 
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2 LRIT Messaging Format Summary

2 Summary of LRIT Messages

2 Table 1 provides a summary of all LRIT messages.

Table 1

Summary of LRIT Messages

	Message Type
	Message Name
	Message Description

	LRIT Positional Data (position report) Messages

	1
	Periodic Position Report
	Regular periodic ship position report.

	2
	Polled Position Report
	Ship position report as a result of a poll request.

	3
	SAR Position Report
	Ship position report as a result of a SAR request.

	LRIT Request Messages

	4
	Ship Position Request
	Request for polled ship position report.

	5
	SAR Poll Request
	SAR request for poll of specific ship’s position.

	6
	SAR SURPIC Request
	SAR request for poll of ships in specific area.

	Other Messages

	7
	Error
	Error message relating to an inability to process a LRIT request message.

	8
	Receipt
	Receipt message relaying ability to process a LRIT request or report message (e.g. Time Stamp).

	9
	DDP Update
	Information used to update the DDP.

	10
	DDP Request
	Request for current copy of the DDP.

	11
	System Status
	Routine 30 minute status message from the International LRIT Data Exchange to each Data Centre, advising that the system is “healthy.”


2 Sections 2.2.2 to 2.2.9 describe each of the LRIT messages. Each messages is presented in tabular format with the following columns:

2  “Parameter Added By” column - indicating the particular LRIT component that inserts the parameter into the LRIT message; 

2  “Parameter” column - listing the various parameter names contained within the LRIT message; 

2  “Values” column - listing the potential values of each associated parameter; 

2  “Description” column - providing brief information pertaining to each of the various parameters in the LRIT message; and

2  “LRIT Segments” column - indicating which of the LRIT communications segments of Figure 2 contain each parameter.

2 LRIT Ship Position Reports (Messages 1, 2 and 3) 
2 Table 2 outlines the parameters associated with the positional data messages (ship position reports).

2 The message header as stated in resolution MSC.210(81), “Performance Standards and Functional Requirements for the Long Range Identification and Tracking of Ships.” refers to the parameters added by the LRIT shipborne equipment.

2 The parameters added by the LRIT shipborne equipment include the latitude, longitude, Time Stamp when the position was generated, and the shipborne equipment identifier.

2 The parameter “ASP ID#” in table 2 provides the unique LRIT component ID of the ASP that has received the LRIT positional data. 

2 The “Message type” parameter in table 2 indicates the type of message of the associated LRIT message. The LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1.

2 The “Message ID#” parameter in table 2 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The Message ID# is generated by linking the following parameters: message type, IMO #, ASP ID# and Time Stamp. All these parameters are necessary in order to generate a unique ID number.

2 The “Reference ID#” parameter in table 2 will either be a message ID of an associated request message or a 0 value. The 0 value is populated if the message is not the result of a request message whereas a valid “Message ID” value indicates that a request message has initiated the LRIT positional data report.

2 The “IMO#” and “MMSI#” parameters in table 2 are the IMO ship identification number and Maritime Mobile Service Identity (MMSI) number of the ship being tracked respectively.

2 The “Time Stamp 2” and “Time Stamp 3” parameters in table 2 represent the date and time associated with when the ASP received and transmitted the positional data message.  All times should be indicated as Universal Co-ordinated Time (UTC).

2 The ”Other” parameter is reserved for future parameters.

2 The parameter “DC ID#” in table 2 provides the unique LRIT component ID of the Data Centre receiving the LRIT positional data.

2 The “Time Stamp 4” and “Time Stamp 5” parameters in table 2 represent the date and time associated with when the Data Centre received and transmitted the positional data message.  All times should be indicated as Universal Co-ordinated Time (UTC).

2 The “Response type” parameter in table 2 provides information on why the designated LRIT Data User (Requestor) is receiving the LRIT positional data. The LRIT Data User will be entitled to receive the LRIT positional data report based upon functioning as: a flag State; a port State; a coastal State; or a SAR service.  If responding to a SAR request, the response type would be SAR; if responding to a port request, the response type would be Port; if responding to a coastal request, the response type would be Coastal; if responding to a flag request, the response type would be Flag.

2 The “LRIT Data User (Requestor)” parameter in table 2 represents the LRIT Data User that is originating the request message.

2 The “Ship Name” parameter in table 2 represents the ship name.

2 The “LRIT Data User (Provider)” parameter in table 2 is a unique identification number associated with the Contracting Government to which the ship is registered. This parameter is used to identify the destination of the request message. The International LRIT Data Exchange will look at this parameter during processing of the request message and use it to correctly route the message to the appropriate Data Centre(s).

Table 2

LRIT Positional Data (Position Report) messages
	Parameter Provided  By
	Parameter
	Values
	Description
	LRIT Segments
	

	LRIT Shipborne equipment
	Latitude 
	Lat 

	WGS84 latitude position of the ship: degrees, minutes and seconds North / South.
	A, B, C, D
	

	
	Longitude
	Long
	WGS84 longitude position of the ship, degrees, minutes and seconds East / West
	A, B, C, D
	

	
	Time Stamp1
	Time1 


	Date and time when position was taken in UTC, presented as year, month, day, hour, minute and seconds 
	A, B, C, D
	

	
	Shipborne equipment identifier
	Equip#
	Unique LRIT shipborne equipment (terminal) number used for communication.
	A, B, C, D
	

	LRIT ASP
	ASP ID#
	ASP#
	LRIT ASP unique identification number.

All Data Centres must ensure that all of their ASPs have a unique number.
	B, C, D
	

	
	Message type
	1, 2, 3
	Message identification number: 

1 – Periodic Report

2 – Polled Report

3 – SAR Report
	B, C, D
	

	
	Message ID#
	Unique number
	Unique message number generated by using:  Message type, IMO ship identification number of ship being tracked, ASP ID# and Time Stamp 2.
	B, C, D
	

	
	Reference ID#
	Unique number
	The message ID of the associated request message. It is only valid for a response to a request message (a 0 value indicates the message is not a result of a request message).
	B, C, D
	

	
	IMO#
	IMO#
	IMO ship identification number of the ship being tracked.
	B, C, D
	

	
	MMSI#
	MMSI#
	Maritime Mobile Service Identity number of the ship being tracked.
	B, C, D
	

	
	Time Stamp 2
	Time2
	Date and time ASP receives message.(UTC format presented as year, month, day, hour, minute and seconds)
	B, C, D
	

	
	Time Stamp 3
	Time3
	Date and time ASP transmits message.(UTC format presented as year, month, day, hour, minute and seconds)
	B, C, D
	

	
	Other
	Other
	Reserved field that may include price or billing specific information.
	B, C, D
	

	LRIT Data Centre
	DC ID#
	DC#
	LRIT Data Centre unique identification number.
	D, C
	

	
	Time Stamp 4
	Time4
	Date and time when the Data Centre receives message from ASP. (UTC format presented as year, month, day, hour, minute and seconds)
	D, C
	

	
	Time Stamp 5
	Time5
	Date and time when the Data Centre transmits a message to a LRIT Data User. (UTC format presented as year, month, day, hour, minute and seconds)
	D, C
	

	
	Response type
	Coastal

Flag

Port

SAR
	One of these four values is added by the Data Centre when the message is transmitted.
	D, C
	

	
	LRIT Data User (Requestor)
	UserID#
	Unique identification number identifying Requesting LRIT Data User. Every participating LRIT Data User has a unique number.

For a coastal State the request is part of the Standing Order in the DDP.
	D, C
	

	
	Ship Name
	Name
	Name of ship associated with position report.
	D, C
	

	
	LRIT Data User (Provider)
	UserID#
	Unique identification number identifying Contracting Government to which the ship is registered.
	D, C
	


2 LRIT Ship Position Request Messages (Message 4 and 5)

2 Table 3 outlines the parameters associated with the ship position request messages.

2 The “Message type” parameter in table 3 indicates the type of message of the associated LRIT message. The LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1.

2 The “Message ID#” parameter in table 3 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The Message ID# is generated by linking the following parameters: message type, IMO ship identification #, LRIT Data User ID# and Time Stamp. All these parameters are necessary in order to generate a unique ID number.
2 The “IMO#” and “Ship name” parameters in table 3 are the IMO number of the ship being tracked and the ship name respectively.

2 The “LRIT Data User (Provider)” parameter in table 3 is a unique identification number associated with the Contracting Government to which the ship is registered. This parameter is used to identify the destination of the request message. The International LRIT Data Exchange will look at this parameter during processing of the request message and use it to correctly route the message to the appropriate Data Centre(s).

2 The “Request type” parameter indicates the requesting Contracting Government’s entitlement to receive the LRIT data. The Contracting Government may be requesting the LRIT data as: a flag State; a port State; a coastal State; or a SAR service.

2 The “Port or Port facility” parameter in table 3 identifies the particular port or port facility which the ship is intending to enter. If the “Request type” parameter is set to “Port” and the “Port or Port facility” parameter is not specified, then the “Distance from port” parameter indicates the distance off the Contracting Government’s coastline where the tracking of the ship is intended to begin.

2 The “Distance from Port or Port facility (UN/LOCODE) or coastline” parameter in table 3 indicates the distance from a port or port facility or coastline where the requesting Contracting Government wishes to track the designated ship. This parameter is only valid when the “Requesting type” parameter is set to “Port”.  If the “Requesting type” parameter is set to “Port” and the “Distance from Port or Port facility” parameter is not specified, then the LRIT Data Centre processing the request message should refer to the standing order information contained within the DDP.

2 The “Request duration” parameter in table 3 provides criteria with respect to the data information requested on the ship. This parameter may be set to a value of : “Poll”; “Periodic”; “Archived dates”;  or  “Stop.” The “Poll” value is used to initiate a one time poll of the shipborne equipment. The “Periodic” value will indicate the start and stop time as well as the reporting rate for a given ship. The processing ASP will use this information to either reconfigure the shipborne equipment or simulate reconfiguration of the equipment by issuing individual polling of the ship. The “archived dates” value will include the start and end dates of the requested data.

2 The “LRIT Data User (Requestor)” parameter in table 3 represents the LRIT Data User originating the request message.

2 The “Time Stamp” parameter in table 3 represents the date and time associated with the generation of the LRIT request message.  All times should be indicated as Universal Co-ordinated Time (UTC).

Table 3

LRIT position request messages

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	LRIT Data User 
	Message type
	4, 5
	Message type number: 

4 – Ship position request 

5 – SAR poll request
	B, C, D

	
	Message ID#
	Unique number
	Unique message number generated by using: Message type, IMO ship identification #, LRIT Data User ID# and Time Stamp.
	B, C, D

	
	IMO#
	IMO#
	IMO ship identification number of the ship to be tracked.
	B, C, D

	
	Ship name
	Registered Ship Name, Unknown
	Name of the ship to be tracked, if available. (Unknown value if the ship name is not available.) 
	B, C, D

	
	LRIT Data User (Provider)
	UserID#
	Unique identification number identifying Contracting Government to which the ship is registered.
	B, C, D

	
	Request type
	Coastal,

Flag

Port, or

SAR
	This LRIT parameter is set based upon the LRIT Data User’s entitlement to receive LRIT data.


	B, C, D

	
	Port or Port facility
	UN/LOCODE
	Acknowledged naming scheme for urban centres, including ports and port facilities (latitude and longitude).

If nothing is specified, this means distance from the coast.
	B, C, D

	
	Distance from Port or Port facility or coastline
	distance in nautical miles
	This is the distance from the Port or Port facility where tracking should commence, or the applicable distance from the coast when tracking should commence.

If nothing is specified, this means refer to Standing Order.
	B, C, D

	
	Request duration
	Poll
Periodic  Rate YYYY:MM:DD:hh:mm

Archived Date YYYY:MM:DD:hh:mm
Stop
	Poll is a one time poll of the ship. 

Periodic Rate (ship report rate with start and end date for period) is a request to set the position reporting rate.

Archived Date (start and end date) is a request for archived data. 
A LRIT Data User can request a stop in tracking of a ship by using this parameter within a request message using the original request message ID number.

(Contracting Governments may decide to use repeat polling or periodic rate modification to obtain variable position report intervals.)


	B, C, D

	
	LRIT Data User (Requestor)
	UserID#
	Unique identification number identifying Requesting LRIT Data User.  Every participating LRIT Data User has a unique number.
	B, C, D

	
	Time Stamp
	Time 
YYYY:MM:DD:hh:mm:ssss 
	Date and time when LRIT Data User transmits message to its DC.
	B, C, D


2 SAR SURPIC Request (Message 6)

2 Table 4 outlines the SAR SURPIC request message.

2 This message requests the most recent data from the databases within the Data Centres. 

2 The “Message type” parameter in table 4 indicates the type of message of the associated LRIT message. The LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1.

2 The “Message ID#” parameter in table 4 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The Message ID# is generated by linking the following parameters: Message type, LRIT Data User ID and Time Stamp. All these parameters are necessary in order to generate a unique ID number.
2 The “SAR geographical area” parameter in table 4 contains information relating to a geographical area for which a SAR authority requests LRIT positional data for all ships within that area. The area may be either a circle defined by a radius and a centre or, alternatively, a rectangle defined by two corners.

2 The “Number of Positions” parameter in table 4 indicates the number of the most recent LRIT positional data reports requested. If, for example, the value is 2, then the requesting SAR service is asking for the last two positional data reports of all ships within the defined SAR geographical area.

2 The “LRIT Data User (Requestor)” parameter in table 4 represents the LRIT Data User originating the request message. 

2 The “Time Stamp” parameter in table 4 represents the date and time associated with the generation of the LRIT SAR SURPIC request message.  All times should be indicated as Universal Co-ordinated Time (UTC).

Table 4

SAR SURPIC request

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	LRIT Data User 
	Message type
	 6
	Message Identification number: 

6 – SAR SURPIC request
	B, C, D

	
	Message ID
	Unique number
	Unique message number generated by using: Message type, LRIT Data User ID and Time Stamp.
	B, C, D

	
	SAR geographical area
	Circle centre and Radius, (lat/long with radius in nm) Rectangle top left, bottom right
	Circle (centre position, radius), Rectangle (2 corners)

The latitude and longitude would be provided for circle centre or rectangle top left and bottom right points.
The circle radius would be the distance in nautical miles.
	B, C, D

	
	Number of Positions
	Number
	Last ‘N’ number of positions of ship.


	B, C, D

	
	LRIT Data User

(Requestor)
	UserID#
	Unique identification number identifying requesting LRIT Data User. Every participating LRIT Data User has a unique number.
	B, C, D

	
	Time Stamp 
	Time YYYY:MM:DD:hh:mm:ssss
	Date and time when LRIT Data User transmits SAR SURPIC message.
	B, C, D


2 Error Message (Message 7)

2 Table 5 outlines the error message.

2 Error messages within the LRIT network are generated when a particular network component detects that an error or fault has occurred within the LRIT system. The network component that has detected the error will build an error message and route the message to the appropriate LRIT network component. 

2 The “Message type” parameter in table 5 indicates the type of message of the associated LRIT message. The LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1. 

2 The “Message ID#” parameter in table 5 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The Message ID# is generated by linking the message type, LRIT network component ID and Time Stamp.

2 The “Reference ID” parameter in table 5 will either be a Message ID of an associated request message, or a 0 value. The 0 value is populated if the message is not the result of a request message, whereas a valid “Message ID” value indicates that a request message has initiated the error message.
2 The “Error Code” parameter in table 5 provides details with respect to the specific type of error fault that has occurred in the LRIT system. Each code will help identify where the problem has occurred. The following sub-sections will provide additional information pertaining to the function of each error code.

2 Error Code 0 – “IDE not available” is generated when the International LRIT Data Exchange is not available for any reason. The error message will typically be generated by a Data Centre in order to indicate that the International LRIT Data Exchange is off line. A Data Centre can detect this type of error by using the System Status message transmitted from the IDE.

2 Error Code 1 – “DC not available” is generated when a Data Centre is not available. The International LRIT Data Exchange is responsible for determining if all Data Centres are on line. This is achieved with the help of the System Status message.

2 Error Code 2 – “CSP not available” is generated when a Data Centre has determined a CSP is off line. The Data Centre would be responsible for detecting when the CSP is not available. 

2 Error Code 3 – “Ship not responding” can be generated by any Data Centre. All Data Centres will be responsible for detecting if ships registered to that Data Centre are transmitting normal LRIT position reports. If a LRIT Data User requests LRIT reports from a ship that is not responding, then the Data Centre to which the ship is registered should generate an error message with text content stating how long the ship has not been responding.

2 Error Code 4 – “Ship not available” will be generated by a Data Centre when a request has been made for position reports associated with a ship registered to that Data Centre that is permanently not reporting. 

2 Error Code 5 – “Communications protocol problem” is generated when a LRIT network component detects a problem with the communication layer.

2 Error Code 6 – “Could not load DDP” is generated when a Data Centre or the International LRIT Data Exchange is unable to process a receipt of the DDP. The message will typically be sent to the DDP administrator for appropriate action.

2 The “IMO#” parameter in table 2 is the IMO ship identification number of the ship being tracked.

2 The “Ship name” parameter in table 5 represents the ship name.

2 The “Destination” parameter in table 5 is a unique identification number associated with the LRIT component to which the error message is destined. 

2 The “Originator” parameter in table 5 is a unique identification number associated with the LRIT component generating the error message. This parameter is used to identify where the error message originated.

2 The “Message” parameter in table 5 can contain ASCII text information relating to the nature of the error.

2 The “Time Stamp” parameter in table 5 represents the date and time the originator transmits the error message.  All times should be indicated as Universal Co-ordinated Time (UTC).

Table 5

Error message

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	LRIT network component: Data Centre, ASP, or LRIT Data User 
	Message type
	7
	Message Identification number: 

7 – Error message
	B, C, D, E

	
	Message ID#
	Unique number
	Unique message number generated by using: Message type, LRIT network ID of the originator and Time Stamp.
	B, C, D, E

	
	Reference ID
	0, Message ID of a request message
	The reference ID (if not 0) is the message ID of a request message that has failed. Only valid for a response to a request message (0 value indicates that the message is not a result of a request).
	B, C, D, E

	
	Error Code
	0 – 6
	0 – IDE not available

1 – DC not available

2 – CSP not available

3 – Ship not responding

4 – Ship not available

5 – Communications protocol problem

6 – Could not load DDP
	B, C, D, E

	
	IMO#
	IMO#
	IMO ship identification number of the ship being tracked. (Optional.)
	B, C, D

	
	Ship name
	Ship Name
	Name of ship intended to be tracked. (Optional.)
	B, C, D

	
	Destination
	LRIT network component ID
	ID of intended recipient (ASP, DC, IDE, LRIT Data User, or LRIT Co-ordinator) of the error message.
	B, C, D, E

	
	Originator
	LRIT network component ID
	ID of issuer  (ASP, DC, IDE, LRIT Data User) of error message.
	B, C, D, E

	
	Message
	Text
	Text message indicating the nature of the error message.
	B, C, D, E

	
	Time Stamp
	Time
	Date and time when LRIT node transmits error message
	B, C, D, E


2 Receipt Message (Message 8)

2 Table 6 outlines the receipt message. The receipt message is issued in order to acknowledge the receipt of an LRIT message.
2 The “Message type” parameter in table 6 indicates the type of message of the associated LRIT message. The LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1. 

2 The “Message ID#” parameter in table 6 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The Message ID# is generated by linking the message type, LRIT network component ID, and Time Stamp.

2 The “Reference ID” parameter in table 6 will either be a Message ID# of an associated request message or a 0 value. The 0 value is populated if the message is not the result of a request message, whereas a valid “Message ID#” value indicates that a request message has initiated the receipt message.

2 The “Receipt code” parameter in table 6 provides information with respect to the specific receipt message that has been generated.   
2 Receipt code 0 – “Not entitled to data” receipt message is generated by a Data Centre when it determines that the requesting LRIT Data User is not entitled to receive the data it has requested.

2 Receipt code 1 – “No ship in SAR SURPIC area” message can be generated in response to a recently received SAR SURPIC request message. If a Data Centre that is processing a LRIT SAR SURPIC request message determines that there are no ships contained within the geographical area defined in the SAR SURPIC message, then the Data Centre will transmit a Receipt message with a Receipt code of 1. 

2 The “IMO#” parameter in table 6 is the IMO ship identification number of the ship being tracked.

2 The “Ship name” parameter in table 6 represents the ship name.

2 The “Destination” parameter in table 6 is a unique identification number associated with the LRIT component to which the receipt message is destined. 

2 The “Originator” parameter in table 6 is a unique identification number associated with the LRIT component generating the receipt message. This parameter is used to identify where the receipt message originated.

2 The “Message” parameter in table 6 can contain ASCII text information relating to the nature of the receipt.

2 The “Time Stamp” parameter in table 6 represents the date and time when the originator transmits the receipt message.  All times should be indicated as Universal Co-ordinated Time (UTC).

Table 6

Receipt message

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	LRIT network component: Data Centre, ASP, or LRIT Data User 
	Message type
	8
	Message Identification number: 

8 – Receipt message
	B, C, D, E

	
	Message ID#
	Unique number
	Unique message number generated by using: Message type, LRIT network ID of the originator and Time Stamp.
	B, C, D, E

	
	Reference ID
	0, Message ID of a request message
	The reference ID is the message ID of a request message that has been received. 
	B, C, D, E

	
	Receipt Message
	0 – 1
	0 – Not entitled to data

1 – No ships in SAR SURPIC area
	B, C, D, E

	
	Destination
	LRIT network component ID
	ID of intended recipient (ASP, DC, IDE, LRIT Data User, or LRIT Co-ordinator) of the receipt message.
	B, C, D, E

	
	Originator
	LRIT network component ID
	ID of issuer  (ASP, DC, IDE, LRIT Data User) of receipt message.
	B, C, D, E

	
	Message
	Text
	Text message indicating the nature of the receipt message.
	B, C, D, E

	
	Time Stamp 
	Time UTC YYYY:MM:DD:hh:mm:ssss
	Date and time when LRIT node transmits receipt message
	B, C, D, E


2 DDP Update (Message 9)

2 Table 7 outlines the DDP Update message.

2 The DDP Update message is transmitted directly from the DDP web server to the IDE and Data Centres. 

2 The “Message type” parameter in table 7 indicates the type of message of the associated LRIT message. LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1. 

2 The “Message ID” parameter in table 7 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The message ID# is generated by linking the Message type and Time Stamp.

2 The “Message” parameter in table 7 can contain ASCII text information relating to the nature of the DDP Update message.

2 The “Time Stamp” parameter in table 7 represents the date and time when the originator transmits the receipt message.  All times should be indicated as Universal Co-ordinated Time (UTC).

2 The “DDP file” parameter is a file attachment containing the data distribution plan.

Table 7

DDP Update Message

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	Administrator of DDP 
	Message type
	9
	Message Identification number: 

9 – DDP update
	E

	
	Message ID#
	Unique number
	Message type, Time Stamp.
	E

	
	Message
	Text
	Text message indicating the nature of the update with respect to the DDP.
	E

	
	Time Stamp 
	Time UTC
	Date and time when administrator transmits DDP message.
	E

	
	DDP file
	file
	Updated DDP file. 
	E


2 DDP Request (Message 10)

2 Table 8 outlines the DDP Request message.

2 The DDP Request message is transmitted directly from the IDE and Data Centres to the DDP web server.

2 The “Message type” parameter in table 8 indicates the type of message of the associated LRIT message. LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1. 

2 The “Message ID#” parameter in table 8 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. 

2 The “Time Stamp” parameter in table 8 represents the date and time when the originator transmits the receipt message.  All times should be indicated as Universal Co-ordinated Time (UTC).

Table 8

DDP Request Message

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	IDE and Data Centres 
	Message type
	10
	Message Identification number: 

10 – DDP request
	E

	
	Message ID
	Unique number
	Message type, LRIT Network ID, Time stamp.
	E

	
	Originator
	LRIT network component ID
	ID of issuer  (DCs, IDE).
	E

	
	Time Stamp 
	Time
	Date and time when administrator transmits DDP message.
	E


2 System Status Message (Message 11)

2 Table 9 outlines the System Status message.

2 Required functionality is as described in the Performance standards.

2 The “Message type” parameter in table 9 indicates the type of message of the associated LRIT message. LRIT components such as the LRIT Data Centres can use this parameter to distinguish between the various LRIT messages listed in table 1. 

2 The “Message ID#” parameter in table 9 is a unique identification number that LRIT components can use to identify individual messages within the LRIT network. The Message ID# is generated by linking the Message type, LRIT network ID, and Time Stamp.

2 The “Time Stamp” parameter in table 9 represents the date and time associated with when the originating LRIT network component transmits the System Status message.  All times should be indicated as Universal Co-ordinated Time (UTC).

2 The “System Status” parameter in table 9 provides information pertaining to the operational status of the LRIT network component (IDE or DC) that transmitted the message. If the value is 0, then the LRIT component is functioning normally, while a value of 1 indicates that the component is not adhering to the Performance standards.

2 The “Originator” parameter in table 9 is a unique identification number associated with the LRIT component generating the System Status message. This parameter is used to identify where the System Status message originated.

Table 9

System Status Message

	Parameter Provided By
	Parameter
	Value
	Description
	LRIT Segment

	International LRIT Data Exchange and  Data Centres
	Message type
	11
	Message Identification number: 

11 – System Status message
	D

	
	Message ID#
	Unique number
	Message type, LRIT network ID,Time Stamp.
	D

	
	Time Stamp
	Time
	Date and time.  
	D

	
	DDP version
	Version #
	The current version of the DDP as received from the DDP web server.
	D

	
	System Status 
	0 or 1
	This is sent by both the IDE and all DCs. A value of 0 means normal function; a value of 1 means not able to provide functionality as described in the Performance standards.
	D

	
	Originator
	LRIT network component ID
	ID of issuer  (DCs and IDE).
	D


3 Communication Protocol Strategy

3 General

3 Overview

3 An illustration of the various communication links in the LRIT system is shown in Figure 2. LRIT messages, as discussed earlier, will flow through the LRIT network and along each communication link. Communication protocols will be the mechanism that ensures LRIT messages are transported from one LRIT component to the next. 

3 The following sections will provide details associated with the communication protocols and strategies for each of the communication links.

3 The functional description for the communication strategy of messages along all communication links will be discussed and all communication links will have to comply with the functional details. Specific communication protocols that adhere to the functional description will be outlined for the majority of the communication links. However, Contracting Governments that implement their own Data Centre are free to choose specific communication protocols for communication links 1, 2 and 3. It should also be noted that the ASP to CSP link (Communication link type 1) can be implemented with communication protocols other than those specified in this document.

Figure 2

LRIT Communication Links
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3 Functional Communication Strategy

3 The functional specifications associated with communication within the LRIT system are primarily stated in the Performance standards, resolution MSC.210(81).  Each communication layer must use reliable technology that ensures the entire LRIT system meets the Performance standards.

3 Specific Communication Protocols

3 The communication protocols specified in the following sub-sections are specific standards based on the functional description of the communication strategy outlined in resolution MSC.210(81). The specific protocols relate to Communication links 2, 3 and 4 for the International LRIT Data Centre. LRIT Data Users that choose to implement their own Data Centre or that are part of a Regional/Co-operative Data Centre are only responsible for implementing Communication link 4 with respect to the specific communication protocols.

3 Physical Layer

3 The physical medium that the LRIT data messages transverse and the associated physical layer standards are not limited to one specific type or protocol. Thus, many different low-level mediums such as fibre optics, copper lines, microwave and their associated physical layer standard such as sonnet, OC192, T1, E1 are all applicable (examples only).

3 Data Link Layer

3 The data link layer that sits on top of the physical layer is also not limited to one single standard. There are numerous data link layer protocols that are acceptable and can be used in the implementation of data communication between the various LRIT network components. Some examples of applicable standards are: Ethernet, ATM, ISDN and 802.X. 

3 Network Layer

3 The network layer shall be based upon version 4 (IPv4) of the Internet Protocol specification. Later versions of the Internet Protocol specification are also acceptable. Each component (e.g. International LRIT Data Exchange, Data Centres) in the LRIT network shall have its own unique IP address.

3 Transport Layer

3 The transport layer shall be based upon the Transmission Control Protocol (TCP). 

3 Application Layer

3 The application layer will be built upon transporting XML-based messages between the various LRIT components. The SOAP protocol shall be used to provide the mechanism for transmitting XML messages. 

3 Simple Object Access Protocol (SOAP) Overview

3 General

3 The application layer for exchanging LRIT messages amongst the LRIT components within the LRIT network will be based up version 1.2 of the Simple Object Access Protocol (SOAP).

3 Soap Nodes

3 The Data Centres, International LRIT Data Exchange and ASPs following the specific communication protocol strategy will functionally operate as SOAP nodes. Two asynchronous one way message connections will be established between each connecting node. The LRIT messages as defined earlier will flow between SOAP nodes across the communication links illustrated in figure 2.

3 There will only be two nodes associated with the relaying of any SOAP message: the initial sender and the ultimate receiver. Thus, there will be zero intermediary SOAP nodes in the routing path of any SOAP message.

3 SOAP Processing

3 Software application modules operating on Data Centres, the International LRIT Data Exchange and ASPs shall process SOAP messages as outlined in version 1.2 of the SOAP specification.

3 SOAP Binding

3 SOAP messages will be exchanged between SOAP nodes by binding to the HTTP(S) protocol as defined by version 1.2 of the SOAP specification.
4 Data Security Within The LRIT Network

4 General

4 Adherence to Performance Standard

4 Data security for LRIT information exchanged between the various LRIT components is based upon the performance details outlined in section 12 (LRIT security) of resolution MSC.210(81). Functional Communication Specification

4 Authorization, authentication, confidentiality and integrity are the key functional concepts with respect to data security for the LRIT network.

4 Authorization

4 All LRIT information existing in the LRIT network shall not be made available to all LRIT Data Users.  Data authorization to LRIT Data Users shall be based upon the policy requirements established in resolution MSC.202(81). Each LRIT component within the network shall ensure that the component with which it is communicating is authorized to receive the information being transmitted.

4 Authentication

4 The various LRIT components in the LRIT network shall perform authentication of each component before exchanging information using a standard authentication process. 

4 Confidentiality

4 The data exchanged between LRIT components shall not be disclosed to unauthorized entities during transit across the LRIT network. This shall be accomplished by using standard digital cryptography techniques featuring an encryption strength equivalent to or better than 128 bits. 

4 Integrity

4 The LRIT data exchanged between LRIT components shall not be altered by any entity during transit across the LRIT network. [Standard methods providing integrity checks of the data transport shall be used.] This must be accomplished by using standard digital cryptography techniques featuring an encryption strength equivalent to or better than 128 bits. 

4 Point to Point Data Security Strategy and Protocol Options 

4 General

4 LRIT components within the LRIT network shall communicate with one another through secure point to point communication links.

4 Transport Layer Security 

4 Each LRIT component that forms a point to point communication link must use Transport Layer Security (TLS version 1.1 or later) when exchanging LRIT information. The TLS specification is defined by the internet engineering task force in RFC 4346.

4 Digital Certificates

4 Each LRIT component in the LRIT network shall verify each others digital certificates before exchanging LRIT information as a method for implementing data authentication. If either component detects an issue with the other LRIT component’s certificate, then exchange of data information should not occur. 

4 The digital certificates, as a minimum, should contain the following information:

4 the name of the certificate holder;

4 the holder’s public key; 

4 the name of the certificate authority that issued the certificate;

4 the serial number; and

4 the validity period of the certificate.

4 Key Hashing for Message Authentication (HMAC)

4 Each LRIT component shall use Key Hashing for Message Authentication Code (HMAC) when communicating across a TLS secured link. HMAC shall ensure that LRIT data is not altered during transit and the data integrity is maintained.

4 Public – Private Key Cryptography

4 The TLS secured link shall use a public – private (asymmetric) key strategy for encrypting LRIT data.  The encryption shall be strong with a minimum of 128 bits encryption.

4 Virtual Private Network

4 General

4 Communication between a Data Centre and the International LRIT Data Exchange shall have the option of implementing a Virtual Private Network (VPN) in place of the secured point to point link described in the previous section. The established VPN shall meet all the functional specifications described in this document.

4 Transport Layer Security (TLS) VPN

4 Data Centres that choose to implement VPNs as a connection method shall use Transport Layer Security (TLS) based technology for creating secure VPN tunnels. 

4 Digital Certificates

4 The Data Centre and the International LRIT Data Exchange shall verify the others digital certificates before information is exchanged. This process is required in order to perform two way authentication. [If either the Data Centre or International LRIT Data Exchange detects a problem with the others certificate, then no LRIT information shall be transmitted.]

4 Key Hashing for Message Authenticating

4 Each LRIT component shall use Key Hashing for Message Authentication Code (HMAC) when communicating across a TLS secured VPN tunnel. HMAC will ensure that LRIT data is not altered during transit and the data integrity is maintained.

4 Public – Private Key Cryptography

4 The TLS secured VPN link must use a public – private (asymmetric) key strategy for encrypting LRIT data.  The encryption strength should be strong with a minimum of 128 bits encryption.

5 ANNEX – SOAP Message Examples

5 SOAP Messages

5 Examples of LRIT Messages encoded into SOAP

5 Sub-sections 5.1.2 to 5.1.6 contain examples of LRIT messages encoded into the SOAP specific messaging format.

5 LRIT Ship Position Report Soap Message  

5 The following is an example of the LRIT ship position report encoded into a SOAP message. The values of the various parameters may be different. The example provided is based upon a Canadian ship (hypothetical Canadian LRIT Data Centre has a network component ID of 111) entering the LRIT coastal waters of country A (LRIT network component ID of 100). The ASP (LRIT network component ID of 099) starts building the message and passes it along to the LRIT Canadian Data Centre. The Canadian Data Centre processes the message and recognizes that country A is entitled to the data.

<?xml version=’1.0’ ?>

<env:Envelope xmlns: env= ‘http://www.w3.org/2003/05/soap-envelope’>

<env: Body>


<m:LRIT Shipborne Equipment>



<m:Latitude> 47.37.00 N</m:Latitude>



<m:Longitude> 52.40.00 W </m:Longitude>



<m:TimeStamp1> 2006.07.15.23.00.00 </m:TimeStamp1>



<m:UniqueShipEquipNum> 123456789 </m:UniqueShipEquipNum>


</m:LRIT Shipborne Equipment>


<m:LRIT ASP>



<m:Message type> 1 </m:Message type>



<m:Message ID>  11234567809920060715230000  </m:Message ID>



<m:Reference ID> 0 </m:Reference ID>



<m:IMONum> 12345678 </m:IMONum>



<m:MMSINum> 123453467123 </m:MMSINum>



<m:TimeStamp2> 2006.07.15.23.01.00 </m:TimeStamp2>



<m:TimeStamp3> 2006.07.15.23.01.30 </m:TimeStamp3>


</m:LRIT ASP>


<m:LRIT Data Centre>



<m:DC ID>111 </m:DC ID>



<m:TimeStamp4> 2006.07.15.23.04.00 </m:TimeStamp4>



<m:TimeStamp5> 2006.07.15.23.04.30 </m:TimeStamp5>



<m:ResponseType> Coastal </m:ResponseType>



<m:LRITEndUser> 100 </m:LRITEndUser>



<ShipName> MapleLeaf </m:ShipName>



<FlagState> Canada </m:FlagState>


</m:LRIT Data Centre>

</env: Body>

</env:Envelope>

5 LRIT Ship Position Request Message 

5 The following is an example of the LRIT ship position request message encoded into a SOAP message. The values of the various parameters may be different. The example provided is based upon a Canadian ship (Canada has a LRIT network component ID of 112) entering a port of country A (LRIT network component ID of 100). Country A has requested LRIT reports at 1 hr intervals for the next 24 hours. The request was issued on July 15, 2006 at 23:00:00.

 <?xml version=’1.0’ ?>

<env:Envelope xmlns: env= ‘http://www.w3.org/2003/05/soap-envelope’>

<env: Body>


<p:LRIT Data User>



<m:Message type> 4 </m:Message type>



<p:Message ID> 41234567810020060715230000 </p:Message ID>



<p:IMONum> 12345678 </p:IMONum>



<p:ShipName> MapleLeaf </p:ShipName>



<p:ShipFlag> 112 </p:ShipFlag>



<p:RequestType> Port <p:RequestType>



<p:Dur> 1hr, 2006.07.15.23.00.00 2006.07.16.23.00.00 </p:Dur>



<p:Request Country> 100 </p:Request Country>



<p:TimeStamp> 2006.07.15.23.00.00 </p:TimeStamp>


</p:LRIT Data User>


<p:LRIT ASP>



<p:UniqueShipEquipNum> 123456789 </p:UniqueShipEquipNum>


</p:LRIT ASP>


</env: Body>

</env:Envelope>

5 SAR SURPIC Request Message  

5 The following is an example of a SAR SURPIC request message encoded into a SOAP message. The values of the various parameters may be different. The example provided is based upon Canada (with a LRIT network component ID of 112) requesting a SAR SURPIC on July 15, 2006 at 23:00:00. Canada has requested data from a start date of July 15, 2006 at 20:00:00 to July 15, 2006 at 23:00:00. The geographical area for the SAR SURPIC is 5 nautical miles with a centre located at 47.37.00 N, 52.40.00 W.

<?xml version=’1.0’ ?>

<env:Envelope xmlns: env= ‘http://www.w3.org/2003/05/soap-envelope’>

<env: Body>


<p:LRIT Data User>



<p:Message type> 6 </p:Message type>



<p:Message ID> 611220060715230000 </p:Message ID>



<p:SARArea>




<p:CircleCentre>  47.37,00 N, 52.40.00 W </p:CircleCentre>




<p :CircleRadius> 5 </p :CircleRadius>



</p:SARArea>




<p:Dur> 2006.07.15.20.00.00 , 2006.07.15.23.00.00  </p:Dur>



<p:RequestCountry> 112 </p:RequestCountry>



<p:TimeStamp> 2006.07.15.23.00.00 </p:TimeStamp>


</p:LRIT Data User>


<p:LRIT ASP>



<p:UniqueShipEquipNum> 123456789 </p:UniqueShipEquipNum>


</p:LRIT ASP>


</env: Body>

</env:Envelope>

5 LRIT Error Message 

5 The following is an example of a LRIT error message encoded into a SOAP message. The values of the various parameters may be different. The example is based upon a Canadian Ship (MapleLeaf) that has not been communicating LRIT reports for the last 26 hours. Country A (with a LRIT network component ID of 100) has requested (through the International LRIT Data Exchange) polled responses from the LRIT Canadian Data Centre (LRIT network component ID of 111). The date and time is July 15, 2006, 23:00:00. The Canadian Data Centre will build the SOAP message below and transmit it to the International LRIT Data Exchange, which in turn will send it to the Data Centre associated with country A.

<?xml version=’1.0’ ?>

<env:Envelope xmlns: env= ‘http://www.w3.org/2003/05/soap-envelope’>

<env: Body>


<p:LRIT Network Component>



<p:Message type> 7 </p:Message type>



<p:Message ID> 711120060715230000 </p:Message ID>



<p:Reference ID> 41234567810020060715230000 </p;Reference ID>



<p:Error code> 3 </p:Error code>



<p:IMONum> 12345678 </p:IMONum>



<p:ShipName> MapleLeaf </p:ShipName>



<p:Destination> 100 </p:Destination>



<p:Orginator> 111 </p:Orginator>



<p:Message> Ship not responding for last 26 hrs.</p:Message>



<p:TimeStamp> 2006.07.15.23.00.00 </p:TimeStamp>


</p:LRIT Network Component>

</env: Body>

</env:Envelope>

5 LRIT DDP Update

5 The following is an example of the LRIT DDP update message encoded into a SOAP message. The values of the various parameters may be different.

<?xml version=’1.0’ ?>

<env:Envelope xmlns: env= ‘http://www.w3.org/2003/05/soap-envelope’>

<env: Body>


<p:LRIT DDP Admin>



<p:Message type> 8 </p:Message type>



<p:Message ID> 820060715230000 </p:Message ID>



<p:Message> New DDP attached. </p:Message>



<p:TimeStamp> 2006.07.15.23.00.00 </p:TimeStamp>


</p:LRIT DDP Admin>

</env: Body>

</env:Envelope>













































































































































































































��All revised and draft references to all docs in all documents must be removed throughout in final documents


�Confirm required use of may, shall, should etc., within technical specifications, which will be used as basis for contracting and thus may require different usage.


�Communications sub- group suggested that Figure 1 (from performance specs) be removed.  Discuss merits of such with larger group. If Figure 1 is removed, it must be removed from all technical specs (and Figure numbering revised accordingly)


�Need to review all references to Contracting Governments versus LRIT Data Users throughout all specifications. LRIT Data User definition comes from Performance Specifications, which do not provide a definition for Contracting Government (which some suggested adding here), specifically in regards to SAR services
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