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1 General Provisions
1.1 Scope
This document has been prepared by the Ad Hoc LRIT Engineering Task Force to describe the specifications for the International LRIT Data Exchange.  
In preparing the document the Task Force has taking into account the provisions of SOLAS regulation V/19-1 and the specifications developed are cognizant of the “Performance Standards and Functional Requirements for the Long Range Identification and Tracking of Ships” (COMSAR 10/WP2) endorsed at MSC 81.
1.2 Background
The Maritime Safety Committee, at its eighty-first session in May 2006, adopted amendments to chapter V of the SOLAS convention in relation of LRIT.  These amendments will come into force on the first of January 2008 provided that acceptance criteria have been fulfilled by the first of July 2007. 

The Long-Range Identification and Tracking (LRIT) system provides for the global identification and tracking of ships.

In operating the LRIT system, recognition shall be given to international conventions, agreements, rules or standards that provide for the protection of navigational information.

The specifications for the International LRIT Data Exchange within the international LRIT system will detail the routing of LRIT positional data between LRIT Data Centres.  The specifications for data security through out the network and protocols required for transporting data from one network point to another are described in the document entitled “Technical Specifications for Communication in the LRIT System”.
The specifications for the International LRIT Data Centre for the international LRIT system as outlined in this document will be established and recognised by the committee.

1.3 General Description of the LRIT System 
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The LRIT system consists of the LRIT information transmitting equipment onboard ships, the Communication Service Provider(s), the Application Service Provider(s), the LRIT Data Centre(s), including any related Ship Monitoring System(s), the LRIT Data Distribution Plan and the International LRIT Data Exchange. Certain aspects of the performance of the LRIT system are reviewed or audited by an LRIT Co-ordinator acting on behalf of all Contracting Governments.  Figure 1 provides an illustration of the LRIT system architecture.
1.4 Role of the International LRIT Data Exchange

With the introduction of the amendments to chapter V of the SOLAS convention in relation of LRIT in January 2008 ships will be able to meet their reporting obligations through a choice of LRIT Data Centres, either as prescribed by their flag state or, where the flag state opts not to nominate an LRIT Data Centre, via a Data Centre of their choice.
As a result there is a need to the Data Centres to route LRIT data messages between each other to ensure contracting governments can utilise a selected LRIT Data Centre to access LRIT positional data for all ships they are entitled to, irrespective of which LRIT Data Centre an individual ship is reporting to, as prescribed in the LRIT Data Distribution Plan (refer to <Document X> describing the Data Distribution Plan). 
The International LRIT Data Exchange provides the mechanism to accomplish this task.  The International LRIT Data Exchange is a message handling service that facilitates the exchange of LRIT data amongst LRIT Data Centres to enable contracting governments to obtain LRIT position reports they are entitled to receive.  The process where a contracting government seeks LRIT positional data from its LRIT Data Centre for a ship being monitored via another LRIT Data Centre is summarised in Figure 2.
Figure 2. Process for contracting governments to request LRIT positional data through the International Data Exchange
In summary, the International LRIT Data Exchange Routes information between LRIT Data Centres and maintains journal information.  The International LRIT Data Exchange does not:

· Provide information directly to a contracting government

· Read the LRIT Positional Information contained in LRIT data messages

· Store or archive any LRIT positional information.
The delivery of LRIT positional data, and the application of rules prescribed in the Data Distribution Plan, is a function of the individual Data Centres.
2 Functionality of the LRIT International Data Exchange

<Intro Required>
2.1 Communications
There are two categories of message types used by the International Data Exchange.  These include:

· LRIT Message Types
· Other Message Types

2.1.1 LRIT Messages Types
LRIT Messages provide a mechanism to enable LRIT Data Centres and the International Data Exchange to communicate and provide contracting governments with LRIT position information as prescribed by the Data Distribution Plan.  The LRIT Message Types include:
· Request Message

· Receipt Message

· Response Message

Summary of messages

	Message ID
	Message Type
	Purpose
	TX
	RX
	Broad-cast

	PR
	Request Message
	To enable a Requesting LRIT Data Centre to request LRIT positional data for ships being monitored by another LRIT Data Centre following a request from a contracting government
	DC1

DE
	DE

DC2
	

	RE
	Receipt message
	To enable a Providing LRIT Data Centre to confirm the receipt and processing status of a Request Message from a Requesting LRIT Data Centre. 
	DC2

DE
	DE

DC1
	

	PR
	Response Message
	To enable a Providing LRIT data Centre to forward a ship’s position report to the Requesting LRIT Data Centre. 
	DC2

DE
	DE

DC1
	


2.1.1.1 Request Message
A Request Message is generated by a Requesting LRIT Data Centre to request LRIT positional data for ships being monitored by another LRIT Data Centre, via the International Data Exchange, following a request from a contracting government.
The Requesting LRIT Data Centre will include, in the header of the Request Message, the identity of the LRIT Data Centre the addressed ship is reporting to as per the Data Distribution Plan. 

The Requesting LRIT Data centre is responsible for validating all requests from a contracting government via the Data Distribution Plan and, where the contracting government is entitled to the data, route the LRIT position data to the International Data Exchange.

The International Data Exchange is responsible for routing the Request Message to the Providing LRIT Data Centre monitoring the ship.

2.1.1.2 Receipt Message
A Receipt Message is generated by a Providing LRIT Data Centre to confirm the Request Message has been received and complies with the specified format by the Providing LRIT Data Centre. 
When a Request Message is received with an invalid format the Receipt Message will include a flag to inform the Requesting Data Centre that the request cannot be processed and identify the formatting inconsistency.

The Providing LRIT Data centre is responsible for generating the Receipt Message and the International Data Exchange is subsequently responsible for routing the Receipt Message to the Requesting LRIT Data Centre.
2.1.1.3 Response Message

A Response Message is generated by a Providing LRIT Data Centre in response to a Request Message from the Requesting LRIT Data Centre.

The Response Message will either:

· Include the LRIT positional data as requested, or

· Inform the Requesting Data Centre that LRIT Positional Data cannot be provided.  Reasons for not being able to provide the requested LRIT Positional Data include:

· No position data available for ship requested

· Request not compliant with Data Distribution Plan

The Response Message will be routed by the Providing LRIT Data Centre via the International Data Centre.
The International Data Exchange is subsequently responsible for routing the Response Message to the Requesting LRIT Data Centre monitoring the ship.

2.1.2 Other Message Types

There are two categories of Other Message Types used by the International Data Exchange.  These include:

· SAR Data Requests 

· System Status Message

	Message ID
	Message Type
	Purpose
	TX
	RX
	Broad-cast

	SS
	SAR SurPic request
	Area poll; routed to ALL DC (broadcast)
	DC1

DE
	DE

DCx
	yes

	SR
	SAR Polling request
	Specific ship poll

Received from polling DC and routed to ship’s DC using Register information (addressed)

Data poll is always addressed to a specific ship using MMSI

Can be a “send once” or “send at rate”
	DC1

DE
	DE

DC2
	

	SP
	SAR position report
	Ship’s position report; similar to PR but for special purpose; reported by DC’s with ships in area
	DCx

DE
	DE

DC1
	

	SM
	System Status message
	To enable the International Data Exchange will communicate a status message every [30]min to each Data Centre advising that the system is “healthy”.
	DE

DCx
	DCx

DE
	


2.1.2.1 SAR Data Requests

SAR SurPic request 

The SAR geographical parameter outlines the boundaries for ship position reports. Ship reports pertaining to any ship that is included in this boundary will be provided to the contracting governments.
Request for SAR SurPic in radius around incident position; Area poll; routed to ALL DC (broadcast). Radius shall be defined by RCC

Tx DC

Time stamp

Position of incident

Radius of surpic

To be answered with one or multiple SAR position reports.

SAR polling  request 

Request for specific ship’s position report (similar to standard polling message)

Tx DC

Time stamp

Addressed ship ID

rate

To be answered with SAR position reports once or at specified rate.

SAR position report 

Ship’s position report; similar to PR but for special purpose; reported by DC’s with ships in area

Resp. DC

Responded msg (DC, time stamp)

Position 1 of ship / time stamp 1

[Position n of ship / time stamp n]

Identity of ship

Transmitted by DC from stored data for every ship in radius.

At least 2 positions
2.1.2.2 System Status Message 

The purpose of this message is to support the exchange of information between LRIT entities regarding the availability of the system and its components.  

Planned maintenance notifications are to be included within these messages.

The International Data Exchange will communicate a status message every [30]min to each Data Centre advising that the system is “healthy”.
The System Status Message should include:

· System Status

· Planned Outage

· DDP Update
· date/time Stamp

The data centres are required to acknowledge the System Status Message to complete the loop.
3 Communications Journal
3.1.1 Purpose of the Journal

<insert MSC 81 paragraphs >

The purpose of the Journal is to enable the International Data Exchange to trace, record and archive the identification of all messages routed through the Exchange to support:

· Auditing

· Message handling / distribution
· The necessary information required for the entity responsible for distributing the associated costs under its billing arrangements.

· Usage and Performance Statistics

Data from the Journal may be requested by contracting governments, the auditing entity, LRIT Data Centres, approved service providers and the billing entity upon request through the LRIT Coordinator.

Note: 
1. The LRIT Coordinator should provide an access framework describing the appropriate authorisation levels.

2. The Billing Entity will need additional information, such as communications air time, investment and operational costs, etc, to allocate costs appropriately to the contracting governments.

3.1.2 Journal Contents
The International Data Exchange will log all messages relating to the request for LRIT positional data in a manner which facilitates the ready identification of individual transactions and provides an audit trail to identify each Request Message received from individual LRIT Data Centres, the communications with other LRIT Data Centres and the subsequent delivery of the Response Message to the Requesting LRIT Data Centre..

In particular, this should include:

· The type of request

· the response provided, and

· The timeliness in which communications are received, processed and the resultant response message routed to the Requesting LRIT Data Centre.
Table 9. Format for Journal
	Parameters
	Data Field

	Message ID Number 
	A sequential unique number that identifies each type of Message (refer Section 2)

	Requesting LRIT Data Centre
	The identity of the Requesting LRIT Data Centre

	Providing LRIT Data Centre
	The identity of the Providing LRIT Data Centre

	Contracting Government
	ID of the contracting government requesting the data

	Type of Request Message
	<Note – The Types are to be updated using format developed by WG1)
E.g. least cost / least Risk Message Rate, etc

	Time Stamp1(1)
	The date and time(1) the Request Message was received by the International LRIT Data Exchange from the Requesting LRIT data Centre

	Time Stamp2(1)
	The date and time(1) the Request Message was routed by the International LRIT Data Exchange to the Providing LRIT data Centre

	Request Message Parameters
	The parameters specified in the Request Message

	Receipt ID Number 
	A sequential unique number that incorporates the Message ID Number into the Receipt message associated with the Message ID Number within a defined field

	Time Stamp3(1)
	The date and time(1) the Receipt Message was received by the International LRIT Data Exchange from the Providing LRIT data Centre

	Time Stamp4(1)
	The date and time(1) the Receipt Message was routed by the International LRIT Data Exchange to the Requesting LRIT data Centre

	Response ID Number
	A sequential unique number that incorporates the Message ID Number into the Response message associated with the Message ID Number within a defined field

	Time Stamp5(1)
	The date and time(1) the Request Message was received by the International LRIT Data Exchange

	Time Stamp6.(1)
	The date and time(1) the Request Message was routed by the International LRIT Data Exchange to the Providing LRIT Data Centre

	Response Message Parameters
	Includes the LRIT Positional Data requested or the reason for not being able to provide the data

	Time Stamp7(1)
	The date and time(1) the Response Message was received by the International LRIT Data Exchange from the Providing LRIT Data Centre

	Time Stamp8(1)
	The date and time(1) the Response Message was routed by the International LRIT Data Exchange to the Requesting LRIT Data Centre

	Notes:
	(1) All times should be indicated as Universal Co-ordinated Time (UTC).


3.1.3 Archiving
The International Data Exchange will maintain an archive journal that can accommodate the ready retrieval of journal data for  at least one year or until such time as the Committee reviews and accepts the LRIT Co-ordinator’s annual report of the audit of its performance.  
The archived journal should provide a complete record of the activities of the exchange between two consecutive annual audits of its performance.
Key requirements for archiving include:

· Redundancy – This should include hot swapping and the capability to move to an off-site centre within 1 hour 

· Resiliency – Communications have more than one physical path

· Recovery – Data can be retrieved in a convenient form
· Restore – Data can be restored to its original format for reprocessing

· Integrity – The data is preserved in its original state
3.1.4 Confidentiality/Security of data

The International Data Exchange shall only provide access to the database or journal information within the guidelines provided by the LRIT Coordinator.  Any access or release of information shall include an audit trail of access to, modification of, or deletions made.
Note: The LRIT Coordinator needs to provide the Guidelines.
4 Operational scenarios 

(To be further developed by Friday 15th September)
4.1 Request after NOA

Ship A approaching port state X and sending NOA to port authority.

DC X of port state X sends the Position Request message to the DE

DE identifies ship A  and determines DC associated to ship A and forwards request to DC A

DC A checks DDP to verify that the request of DC X is covered by the adopted standing orders in DDP (16.1.3) and that the ship A is in the waters  of port state X.

If ok, DC A starts to transmit LRIT position reports as requested to DE addressing the receiving DC.

DE routes the message to the addressed DC and stores journal data.

DC X forwards information to relevant user (e.g. port authority)

If not ok, DC sends Error message back to DE that stores it in journal and forwards it to DC X.

4.2 Report  to coastal state 

Ship A approaching coastal waters of state X (entering area which is included in DDP requesting scheduled transmissions).

DC A checks DDP to verify that ship A entered area covered by the adopted standing orders in DDP (16.1.4 and 11.2.5).

If ok, DC A starts to transmit LRIT position reports as requested to DE addressing the receiving DC X (info from DDP; could also be more than one DC).

DE routes the message to the addressed DC X and stores journal data.

DC X forwards information to relevant user (competent authority)

If not ok, DC A doesn’t send anything (note that nothing is stored in journal)

4.3 SAR request

Reg. 19.1 para 12

Ship B in distress falling under the responsibility of an RCC of government X.

RCC wants to check for ships in vicinity.

DC X associated to RCC X  sends the SAR SurPic Request message to the DE

DE broadcasts this request to all DC

Every DC checks its database if a associated ship is within radius of incident.

If yes, DC responds with SAR position report (one for each ship); if no DC sends an error messages indicating “no ships in radius”

DE routes received messages from one or multiple DC’s to requesting DC X

DC X forwards information to RCC X

RCC decides to track one (or more) ship A in SAR radius at higher rate

DC X associated to RCC X  sends the SAR Polling Request message addressed to ship A to the DE

DE identifies ship A  and determines DC associated to ship A and forwards request to DC A

DC A starts to transmit SAR position reports as requested to DE addressing the receiving DC X.

DE routes the message to the addressed DC X and stores journal data.

DC X forwards information to relevant user (i.i. RCC X)

A DC shall always respond to SAR polls (no verification, no check). If data is not available, DC responds with error message indicating “no data available”.
4.4 Request Without NOA

4.5 Request With Incorrect DCP

4.6 Request to Report at Rate


Figure � SEQ Figure \* ARABIC �1�. LRIT System Architecture





Requesting LRIT Data Centre





Providing LRIT Data Centre 





1.	Contracting Government seeks LRIT positional data from its LRIT Data Centre for a ship being monitored via another LRIT Data Centre





2.	Requesting LRIT Data Centre routes the request to the International LRIT Data Exchange, adding Providing Data Centre for the ship from the DDP.





International LRIT Data Exchange routes the request to the Providing LRIT Data Centre indicated in the request.
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Providing LRIT Data Centre forwards the LRIT positional data for the ship to the International LRIT Data Exchange





5.	International LRIT Data Exchange routes the LRIT positional data to the Requesting LRIT data Centre.








6.	LRIT Data Centre 1 forwards data requested
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